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Enterprise and Premium




Optimise perfa
upgrading you

The RSA SecurlD Access Base edition is an excellent platform for managing
small to midsize deployments, but isn’t optimised to support the large-scale
requirements of enterprises or fast-growing organisations.

Managing and optimising large-scale authentication deployments

RSA SecurlD Access Enterprise and Premium license tiers are designed to support enterprises and
large-scale rollouts of RSA SecurlD Access across multi-site WANSs.
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Optimise Improve resilience Make
performance across and ensure zero authentication
wide area networks authentication downtime even less obtrusive

Implement secure access across your enterprise with one solution

| ] Optimise productivity and reduce network latency with additional replica instances
( ; Solve the challenge of ensuring consistent local performance and reliability at
- satellite offices by locating replica instances physically closer to the users who require
T § authentication.

Improve DR and resilience capabilities

R Enterprise and Premium licenses allow you to create up to 14 replica instances, allowing
«( Y you to automatically roll over to a replica temporarily for routine maintenance or for
= unexpected network outages at your primary sites.
Manage thousands of users quickly and easily
(( l== Greatly increase the agility and reduce the time it takes to manage your user base with
J — the use of Authentication Manager Bulk Administrator (AMBA), and utilise replicas to
c( - provide additional performance to cover temporary demand spikes such as at the start
o of the day.
1 c( 1 Quickly onboard large teams
Q00 Lower the operational cost of onboarding by making it a routine and effective process
‘& ( ( with AMBA — onboard 1000+ users in the time it takes you to manually onboard 1-5.

Enhance your overall security posture
] Leverage RSA SecurlD Premium’s Risk Based Identity Confidence to authenticate based
:(II : on levels of confidence accrued by reviewing user behaviour, location and device.
This allows you to reduce friction with users asked to authenticate regularly, better
identify suspicious out-of-ordinary behaviour, and make informed context-driven risk
management decisions.



View a full comparison below

3 Editions

1. What edition you need
based on what you want
to protect?

Base

VPN & traditional on-prem agents

Enterprise

VPN & traditional on-prem agents

Premium

VPN & traditional on-prem agents

SaaS, Cloud and SSO

Saas, Cloud and SSO

Saas, Cloud and SSO

Enterprise Scalability
Multiple replicas, AMBA

Enterprise Scalability
Multiple replicas, AMBA

Risk-Based Analytics
Contact, risk and adv. auth policies

1a. Do you need a
temporary boost in your
edition licenses w/o
increaing your edition
licenses permanently?

Business Continuity Option (BCO)

Business Continuity Option (BCO)

Business Continuity Option (BCO)

2. How do you want to
protect it?

Mobile MFA
OTP, push, device biometrics

Mobile MFA
OTP, push, device biometrics, FIDO

Mobile MFA
OTP, push, device biometrics, FIDO

RSA SecurlD® Tokens
Hardware and Software

RSA SecurlD® Tokens
Hardware and Software

RSA SecurlD® Tokens
Hardware and Software

3. How do you want to
deploy and pay for it?

Perpetual or Subscription

Perpetual or Subscription

Subscription only

Hybrid or All Cloud'

Hybrid or All Cloud'

Hybrid or All Cloud'

Key Features of RSA SecurlD Enterprise and Premium licenses

Enterprise

Develop a dynamic risk-based identity
assurance strategy, based on a range of
contextual, risk and advanced authorization
policies, further reducing the risk of friction
from users.

- Improve performance, resilience and .
productivity across large WANs by deploying
up to 15 Authentication Manager (AM)
replica instances.

+  Reduce workloads and manual entry with
Authentication Manager Bulk Administration | -
(AMBA) capabilities.

Increased functionality to map user-level
or group-level identity risk factors to your
organizational policies, improving overall

+ Lower TCO through greatly reduced security posture.

administration time and higher resilience.

Benefits of RSA SecurlD Access Enterprise and Premium

RSA is leading the next generation of identity assurance with RSA SecurlD Access, a longstanding
and ever-evolving access and identity management solution that reduces risk by eliminating
inappropriate access.

v' Broadest range of multi-factor authentication options, including push, biometrics and tokens.
Reduce time, manual effort and TCO with automated processes.

Deploy on the cloud or on premises.

NSERNERN

One solution to secure access to all of your applications — from ground, to cloud.
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